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THE WHITE HOUSE

WASHINGTAON

Decembexr 17, 1975

MEMORANDUM FOR MEMBERS OF THE I‘\TTELLIGE\ICB
: COORDINA NG GROUP .

FROM: : -JACK MA

SUBJECT: o ' RESTRIGLIONS EXECUTIVE ORDER

Attached for your con51deratlon are the follorlng'

1. Draft decision memorandum which focuses on the out-
‘ " standing substantive disagreements, basad on Gc¢tober 28
draft Order. : . )

2. A revised restrictions Order which is an attempt to
stress the restrictions and narrow the exceptians.
" (We tried the approach of separating the announcemasnt
of restrictions from the exceptions -- but it is oux
general view that this might mislead the puDllC as to
the scope of the restrlctlons )

3. Draft fact sheet explaining the Araft Executive Order.

May we please have your comments on all three by noon,
December 19. In reviewing the new draft Order, consider
to what extent the substance of the pre"edlng draft may
have been changed.
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MEMORANDUM TO:
SUBJECT: ' | Draft Executive Order Imposing Restxlctlons.
. - on Intelligence Activities
Attadhea is the most recent draft of the Exg@utivé‘brder
imposing re%ﬁrictians_on intelligence activities other thanj
those of the FBI. Its pfimary provisions prohibit'foreién
intelligence agencies (or any other agencyrengaged in foreign
intelligence or countérintelligence activitiés) from:_
- Colleﬁtiﬁg and éﬁalyzing‘informatién 6n‘£he domestic
activities of U.8. citizens (and_éertainhaliens).
- Physically oxr electronically.surveillihg U.S. |
Vcitizens (and certain aliens) w1th1n the United Statau;'

- Opening U.S. mail in violation of law.

Strong substantive disagreements still exist among the
various concerned agencies and your advisers with respect
to some of its provisions. Most of the major disagreements

concern proposed exceptions to the general prechibiticns.

The major issues for your decisioﬁ are:
(L) Whether to include an Lxcept con which woulC allow
the collection, analysis, and dlssemlndtlon of lnformatlon
Vog the domestic activities of U.S. citizens reasonably believed
to be involved in international terrorist Oor narcotics

SC RETIN
activities or workingAin collaboration with a foreign nation’
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or organlzatlon, but only if collected abroad, or from

10

foreign sources. (Section II faktrtd)) . This except.ion

- . ‘o\\\,oﬁ‘ DR TRO u«%\c((\ SOIRGEL

was proposed by CIA, to allow it to gather and utlllze
information: related to Americans involved in internat’ ondl
terrorist or narcotics activities and 2mericans who may not
have committed any c:ime but are working with foreign organiza—
tions or govérnments.v The latter cateqory_would include an
American supplying non-classified information to a foreign
government, for exampie, on the movement of‘qivilian ships from
a U.5. porcts | '

Pro:

e

- This exception recognizes that international terrorist
and narcotics activities are legitimate subjects of interest
for foreign intelligence agencies.

- It recognlzes that the domectlc activities of Amerlcang
SeeReTLY
worklng\for forelgn governments or organizations are of

counter—-intelligence interest.
— Takeliiqence REpoaT “‘i ca such adividuals does ok ¢ c\,u,;(J cin &

- It contains the limitation that the excepted.enearcux (mhm
: i TR QAL e e

41.\4& LA \
information must have been collecLed abroad or from forelan\nzv&mﬁ
ot the
‘sources. Often forelgn 1ntelllqence agencies are the onlin@hJﬂal

BEEL T\i

elements of our government who can obtain informatiorn from

these useful sources.

Con: - Delate

-  The-éxception.is too broad. Any person who deals
e /',/’ . I o .
with foreign corpodrations would be covered.
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- The CIA, prohibited by statute from having any "police,

subpoena, [or] law-enforcement powers,” should not become in-

volved in identifying Americans participating in narcotics

or terrorist activities.

Decision:

Accept (Recommended by: (TR )

Reject (Recommended bys ' )

Accept a more limited exception covering only
citizens engaged in international terrcrist or
narcotics activities or working for a foreign

Zpstead of mEc€ly "invelved ia intornifiznal  fervovist O percel
nation,A (Recommended by: yactivilies

cuorking 10 CD'-lai"”'.‘,’f:‘f,;_:”;
. writh & -fer€igre PE RN ,
. - N I3 . 0”;“ :
(2) Whether to adopt an exception which would permit “Z£27°%.

sharing of information on domestic activities of U.f. citizens
among intelligence agencies and other federal agencies under
guidelines of the Attorney General. (Section EFE=fa){2){tv}).

This exception, proposed by NSC, is designed to permit the

‘CIA to obtain information from other federal agenciles

(primarily the FRI) on the domeséic activities’of U.S. citizeans

I S

which it would not otherwise be permitted to collect under tiis

order.
gro: ' .

- This exception would give CIA and other foreign

intelligence agencies access to data helpful in determining
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whether variou domestic groups have cont ‘ts with foreign
Approved For-Release 2004/10/28 : CIA-RDP80M01066A000800260002-6
governments or organizations. .
éﬁk . Possible abuses of this exception would be limited

by the Attorney General's guidelines.

- N S L : ' < i - N
Con: - I)fiteﬁwlx~ &‘oh‘b{ta& h}\i Emsckmor\fIK:,Cb;_‘
- It wouldfaIIBw intelligence agenciés ta rqgefve data

e
from federal Taw enforcement agenc1es on the domestlc xcL1v1t1ea
e e e

of U.S. c1tlzens whlch the 1ntelllgence agenCLes themsclves

t/

would otherw1ge Be prohlblteu from co]]ectlng under th. . Lerms

of’thls Order‘-

P""O(Q {"D R)LQ,\ g i }
e It would authorize the reeotahll hmﬂnt of OpeJat1on {
£ Yo Pvonaey G Genend AU denes Be promi®al eacd R&; 1nformat4c
CHAOS\ (CHAOZ was the program under which CIA coTlect‘d/;- CL
Cope ann L 0velgencs B ey dad ek Tsedf i Qbacde ok sere ?o.»u\{c \x&';z,
largely from the FBI - on domestlc groups and U.S. c¢,1zens ) :
y.’\'\ ‘w\i. Qquoen e U,,\p»j-\&w\ Q’G—Jb PPl o e ":_,_‘wqt'w C‘*{\ X

The exposure of this program resulted in the forming of the
-Rockefeller Commission and the Congres51onal Intelligencr: Com-
nuttees. T Com S TU AT o T PFQO‘de%Uvan%-lﬁ'*as ot
Deleto -

o
i///gncﬁ/iﬁ/g;cecflon would likely™ undermine’fhe {rtdrbégity

of,tﬁé Order<

. Decision: .

Accept (Recommended by: . LR )

Reject (Recommended by: : )

Accept a mcdified provision allowing agencies to

- share information on the domasstic activitics of I
U.S. citizens only when the information is of the
type that the receiving agency would have bLeen pex-—-

mitted to collect itself undar the terms of this

Order. (Recommended bB: ' } [
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(3) Whether to modify the prov1310? relablng to
(b :
electronic survelllance (Section IT £3}) The ectlon
now prohibits electronlc survelllance of United States

Lok X0 c1tlzens except in accordance with law and under procedureas

- \ - -
ﬁﬁ¥v*'k*f approved by the Attorney General."” gfheﬁsustise—napa;tmeat .

» "

@uﬁYfig- awea%&’adﬂ*toﬁthts~a_blanket»prohtbttieﬂ~agalnst -domestic
Cf§;jfiin»e}ectraniC“sﬁrveiiiance*by*the~eIA~J Thiwd&s§35310n below is
SOQE;;CE“ on this proposed amendment: "

2 T ST T (b)),

{(w‘”\“-‘\v-i .P_Ep..:

- As presentiy written, this provision mérely‘requires ’
compliance with existing law (which is unclear in this érea)
and procedures to be drafted by the Attorney Generaj.

- | ~  The Rockefeller Commission recommends a blanket
prohibition (similar‘to'the Justice Department_recommendation)
of domestic eleétronic sﬁrveillance by thé CIA.- 7 '

- The CIA feels that such a re,trlctlon would not
1moact its effectlveness. It now conducts no domestic:

T

electronlc surveillance.

Con:
- If the restriction is adopted, the CIA would be
completely foreclosed from dealing with an unusual situation

requiring domestic electronic surveillance of a U.S. citizen.
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Decision - '

Accept (Recommended by: (C It )

Reject (Recommended by: ' y
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| EXECUTIVE ORDER

P e e ——ara—

" ESTABLISHING RESTRICTIONS ON FOREIGN

INTELLIGENCE ACTIVITIES

Previous guidance on the relationship betv}een the intelﬁﬂence ;w‘enci'(:as
and United States citizens’ was unclear. ThlS order clanfles that

~ relationship by detailing those activities which are pI‘Ohlblted W*thowt; _.
sett:mg forth all restrictions under which foreizn 1m.ell*gﬁr1ce agencies -
are obliged to 0pverate, noi' derogating .f‘;rom, any other laws,l .1:ulcs,
regulationé, or directives further restricting the activities .ﬁf thee
agrenci'es, it is hereby cﬁ:dered as follows: |

.SEC'I’ION I. Definitions.  As used in this Order the following termrs

shall have the meanings ascribed to them below:
(a) "Collec.:tion” means the gatﬁering and sto.rag-e, o'r the
gathering and forwarcﬁng, of iziformation;
(b) "Domestlc activities" rmeans activities within the
United States
(c) "Foreign intelligence;' means information, 'c;ther than

foreign counterintelligence, on the capabilities, intentions, and

activities of foreign powers, organizations or their agents.

Apprc;ved For Release 2004/10/28 : CIA-RDP80M01066A000800260002-6
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(d) "Um.ted States citizens' means United States éitizens
and permanent resident aliens,

(e) "Fore_ign ccuntefintelligence" means activ;ities conducted
to prots.;ct the United States and Unit_ed States cit.izens frgm foreign .
espionage, sabotage, s..ubversion, assassination, or terrofisrﬁ_.

o (f) "Inciderif.:al.reception" me ans the'VI*ECEipt.Of in.for-*r.:xation;
éollection of which by an agency is otherwxue pr chibited by thzq ¢ lder
and ﬁhxch is c.ollec:ted in the course of an agency s authonzed foreign
1nte111gence.0r countennéellz.gencé activities, |

(g) "Foreign intelligence agency' means any drepa‘ljtment or
agéni:y of the United States gbvernment or component ther‘e.ofr Vshls,h is -
prlmarlly engaaed in forelgn intelligence or foreign counn.erlntelhgence
a.ctlvv.txes_ A

SECTIO\I II. The following activities shall not be conducted elther by any

forelgn intelligence agency or by any other department or agency in-

pursuit of forelgn intelligence or forelgn counter mtelhgence:
' Worion the U Uacked St e

(=) Phy51cal surveillance of United States c1t1zens{ except to-
the extent that such surveillance is in accordance with law and is:
(1) Upon written approval by the head of the foreig:
. and is surveillsnce , 7
intelligence department or agencyr,Aoi individuals currently or for merly
employed by that agency, its present or former contractors, or s-ich

contractors’ employees, for the purpose of protecting foreign intelligence

sources and methods from unauthorized disclosure; or

Approved For Release 2004/10/28 : CIA-RDP80M01066A000800260002-6
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(2) Of a person having contact with any pnrsons LiEbCI‘lb?d
) Wit
under subparagraph (1), or foreign nat:.onals in the United States in
connection w-ith foreign intelligence or counterintelligence opérat‘ions,
bu.t only to the extent neceééary to identify sﬁch person.

(b) Electronic suliveillance of United. Staﬁés citizens except in
accoréance with law and “unc-ier brocedurés app':rovedfby the A'tt;cﬁz-'ney :
General, and in no instance shall the Central Intelllcrence Agency engage
w1thm the Um.ted States 'm the electror.uc surveillance of Umted tdtes
citi."f:ens.AA | .. | .

(<) Teséind of electronic surveillance equipmenf within the
Unlted States except in acvcordance with law and under procedures
approved by the Attorney General. |

(d) Any opening of United States mail or examination o;E envelopes

except in accordance with-the provisions of United States rpostal laws aﬁd
regulationé. N
(e) Access to Federal income tax returns or tax information
exceét ir'l accordance with 'sta.“tutes and regulations.

| (f) Infiltratiop or secret participation in any organization
Com;oosed priniarily of United States citizens for the é:;u.rpose of

reporting on its activities or membership.

Approved For Release 2004/10/28 : CIA-RDP80M01066A000800260002-6
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(g) Experimentation with drugs on human subjects, except
with the informed consex;xt of each such human subject and in Eccorglance
with the guidelines of the National Commission for the Protection of
Human ‘Subjects for Biomedical and Behavorial Research.

(h) Operation of a proprietary company on a comnﬁerc:;ially
competitive basis with United States businesses except to the minimum

e A e chueNa o ey r\:';i'\. oA

extent necessary to establish commercial credibility, No investments Ve *’C!‘in"
[P .C‘Vzr_

i

by a proérietary company shall be made on the basis of any substantive
inteliigence not available to the public.

(i) Collection, evaluation, correlation or analysis, of infor-
mation other than information from public sources or given voluntérily
by its subject concerning the domestic acitvities of United States citizens
except:

(1) Infofmation about a United Stéztes citizen who i.a.«g-eed/c' ’
faith/is reasonz;.bly believed to be involved in international terro rist_oi:

Sccretly

narcotics acitvities or Work;ing,\in collaboration xﬁth a foreign nation or
organization, but only if the information is collected abroad or irom
foreign sources in the United States in the course of an authorized foreign
intelligence or foreign counterintelligence activity.

(2) Information related to the performance of agency

contractors, for purposes of contract administration.

Approved For Release 2004/10/28 : CIA-RDP80M01066A000800260002-6
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(3) I_nformé.tion concerning criminal activities received
through incidental receptlon pr ov1ded it is only trdnsmltted to ]aw

enforcement agencies with appropriate jurisdiction.

SECTION IT, Any federal agency seeking foreign intellig)en‘ce within
the United States from United States citizens sh.all diéclose to suck
citizens its true 1dent.1ty. X.’\;’heh collection of foreign 1;‘!te.lhgen.c |

within the Umted States resuits in the incidental receptioﬁn of infnrmz;.tion
from unknc;wing United States citizens', however, the receiviﬁg z.dencgr
shall be. permlttéd to make approprlate use of such 1nformat10n.

SECTION IV No 1nformat10n on the domestic zactivities of Unit: d States

citizens shall be transmitted to a foreign 1ntell1gence~ agency (or to any
othejr federal agency tb aid it in engaging in foreign intelligence or )
: foréign counterintelligenée)"from any other federal ageﬁcf unless::

(2) The information had been lawfully compileé by the
transmitting agency in furtherance of its aﬂthox‘izc:d nr;is siorr‘x_;

(b) The information is of 2 typ'e which the receiving agrenc-y'v
would ite;,elf have been permitted to collect under the frovisio»ns_'nf‘this

order; - ;

i
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(c) The information i§ providedin furtherance ;Df the authorized
rniséiorl and 1;;3_5ponsibilities of the receiving agency; '

(d) The information is provided in good faith under a
reasonable beli.ef, that the information is relevant to the recei\'rin;ﬁg
agency; _ancl '

(e) The informatibn is provided under gui-delines and
préce&dres.issue.d by the A&br.ney’,(}en.er.al designed to ensuré the
protection of ﬂ;e conStitutidnal and étatutory rights of United S..tatefs '

citizens.

SECTION V. Nothing in this Order prohibits an agency from retaining
information when retention is required by law, such as retention required
to preserve evidence or other information for possible court action. .

SECTION VI. No foreign intelligence agency shall:

(2) Provide serﬁces)equipmen’&: pervsonnel or faciiit}es -
to the Law Enforcement Assistance Admiﬁistrati‘on or sta.té >01f local '
police o;ganizations of the United States except as expressly _aut‘%‘lc;rizéd A
by law; or | | |

(b} Participate in or fund any law enforcernent activity within

the United States except as may be authorized by law,

Approved For Release 2004/10/28 : CIA-RDP80M01066A000800260002-6
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Provided, that this prohibition shall not precluder

(1) Cooperation between a foreign intelligence agency
and appropriate law enforcement agencies for the purpose of protecting
the personnel and facilities_ of the foreign intelligence agency or
preventing espionage or other criminal activity related to foreign
intelligence or foreign counterintelligence; or

(2) Pravision of specialized squipment or tecknical
knowledge for use by any other Federal departmeﬁt or agency.

SECTION VII, Foreign intelligence agency personnel may not be detailed

censistert ol i
elsewhere within the Federal government except as avthorizedby law.

Employees so detailed shall be responsible to the host agency and shall not
report to their parent agency on the affair-s of the host agency except
as‘fna.y be directed by the host agency. The head of the host agency and any
subsequent successor shall be informed of the detailee's asscciation

with the parent agency.

SECTION VIII. Nothing in this Order shall prohibit any agency having

law enforcement responsibilities from"discharging such responsibilities
pursuant to law. Nor shall this Order apply to any activities of the Federal

Bureau of Investigation,

Approved For Release 2004/10/28 : CIA-RDP80M01066A000800260002-6 . .. .
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SECTION IX. Nothing in this Order shall prohibit any agency from

engag inv in the collectlon, evaluation, correlatmn and analysis of
information on current or forﬁer employees (includind military parséarmel
and employees of other Federal departmeﬁts or agencies detailed for servme
with the forexgn mtelhgence agency) apph.cams for employmert wy.t:h csuch
agency; voluntary‘ sources or contacts or mcilmdual% whc in good faith
are reasonably behe_ve_d to be potenti_al sources or contacts; cu r'r'ent and
former contractors and curreﬁt or former emp:.oye s or a-pplicarvlts:for
.employment by éuch contractors and all persons not 1n§luded above who 1nust,.
- : CR \ﬂgr—o&,mo\,\-xoy-\ : . :
be given access to class1f1ed mformatlon whlc:h could disclose»_foreign
intelligence or fore'lgn counterintelligence st_;urces 'and méthods; provide;d.
however, that collection of such information is done only in accordé.ncé
‘with law and by written autﬁorlty from the head of such a.gency-to defermlne -
the fitness of such persons to bécorne or remam assoc1ated with such |
agency or to have such access, or in the case ')i a former eﬁ'lplx'xy'ee- to

investigate matters related to his period of employment, or in the case

of a voluntary source or contact, to deterrine suitability or credibiliﬁy. :
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FACT SHEET

EXECUTIVE ORDER IMPOSING RESTRICTIONS
ON FOREIGN INTELLIGENCE ACTIVITIES

Today the President issued an executive order setting forth
certain<restrictions-on the activities of foreign intelligence
agenc1es and other agenc1es whlch may engage in intelligence
pehibits o&
act1v1t1es, ItAsevereJy restricts the foI?OWLng actLVJtJesv
- Collection and analysis of information on the Gomestic
activities of United States citizens and permanent resident '

aliens.

=~ Physical or electronic surveillance of United States

cifizens and permanent resident aliens within the United Stétes.
- Opening of United States mail in violation of 1aw.

- Illegally obtalnlng federal income tax returns or
1nformat¢on..

~ Infiltration of domestic groups for the purpose of
reporting on them. |
- Experimentation with drugs on humans without the

subject's informed consent.

~ Operation of a proprietary company which competes with
"United States businesses more than the minimum amount necessary

to establish commercial credibility.c: ‘e atleinm \Hﬁbﬁ%uH+-
\ \\\(‘&ﬁ(l&_, o b\@(_“’l\]k.
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~ Collection of intelligence from United States citizens
and permanent resident aliens within the United States without

.disclosing the true identity of the collecting agenéy.

— Sharing among agencies information on the domestic
activities of United States citizens or permanent resident

aliens except in compliance with stringent safequards.

- Providing assistance to law-enforcemen:t agencies in

. violation of law.

Cérﬁain liﬁited‘exceptions aré included to the generai pro-
'hibition of'collectioﬁ of infbrmation or: the domestic ‘
activities of United Staﬁés citizens.' These exceptiohs seek
to récognize_all legitimate needs of foreign intellggence'
'agencies to collect ihformation on the domestic activities

of United States citizens.

In ofder to prdtect classified information, intelligence
agéncies must run securify checks on applicants for employment
and employées. Like any Governmentfagency, these agencies
must also check out employee backgfbunds to ascertain their
_jdb ;uitability. Even after a pérson has left an intelligence
agency, it has a legitimate need to maintain ité ?eéords on

that person should a security breach stemming from his employment:

occur. Similarly, each intelligence agency has an interest in

| .)Approved For Release 2004/10/28 : CIA-RDP80M01066A000800260002-6
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contract with it or are employees of its contractors working

on its projects and requiring access to classified information.

Each intelligence egency must also maintain iecords on persons
who, without necessarily being employed bj iﬁ,_are given eccess
to its classmfled 1nformatlon. vSuch persons would include :;
employees of other Government agencies who requlre access-to
its ClaSSlf18d 1nformatlon and private citizens who vollntarlly
agree to be cleared to receive classified 1nformat10n 1: order
to aid.in thelr voluntary reportlng of foreign 1ntelllgence

information to the agency.

Foreign intelligence egencies or other'foreign-groups spend |
many resources seeking;to penetrate (i.e., obtain’information
from) United Scates intelligence agencies.' The United States
_agenc1es need to protect themselves from such act1v1tles.:;:
Such activities may 1nvolve domestic act1v1t1es of Unlted
States c1tlzens. Because United States 1ntelllgence agencles,
have a need to understand the operatlng modes of foreign .
intelligence agenc1es, there is a legltlmate need for it tol
collecc'and use such information. However, the intelligence
agenc1es are permltted to collect this type of informat ion
So0RLLS
only abroad or from foreign sexrwiees, since the FBI is fully
capeble of collecting such information from purely domestic -

sources. Also, because of the unique contacts of our :oreign'

intelligence agencies with information sources abroad and

Approved For Release 2004/10/28 : CIA-RDP80M01066A000800260002-6 7
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are also permitted to cdllect, but only from these'special'
sources, informatibn on United States citizens reasonably
believealto be involved in internétional terrorist or

narcotics activities.

In normal day—to;day buslness,_many Amerlcans work Wlth
“intelligence agencies and tell its employ;es about their
domestic activities; i.e., other Government employees meet:
with intelligenée'agency employees; academics sharé informa-.
tion-witﬁ them; . Americans who‘travel talk to them. In order
to allow these agendies to maintain records of such day~to-day
trahéactions, the order makes an approprlaté_exception.
Americans who enter iﬁto such contacﬁ with intelligence
agencies, howevér, should not therefore be subjected to’
secruity investigations or other scrutiny merely because they
came into contact with an employee of an intelligence agency;
Theréfore, this exception only‘alléws use of that information -

voluntarily supplied by the persons-themselves.

‘The orde; requires that the’informétidn collected drASthed
under these exceptions be confined to a Lype éppﬁopriate to‘the"
purpose for which the correspoﬁdéing.exception was created.

Fof example, an agency may not collect or store information on
‘the political views of a-United States citizen merely because

he is a contractor employee working cn an agancy project

The order also allows intelligence agencies to transmit to

Approved For Release 2004/10/28 : CIA-RDP80M01066A000800260002-6



law-enforcemen’ \gencies information rela 1g to criminal
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domestic activities of United States citizens which it happens
to obtain incidentally to its proper foreign intelligence
activities. All citizens and Government agencies have an

obligation to turn information related to criminal activity

over to appropriate authorities.
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